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This sensor can determine how close the
iPhone Is to your face. This sensor is what
helps the IPhone turn off its screen

This sensor can determine how much
light is available in the area
surrounding the device and

automatically adjust the brightness of

the screen in order to conserve

The capacitive material sends raw touch-
location data to the iPhone's processor. The
processor uses software located in the iPhone's
memory to interpret the raw data as commands

to your ear. This is necessary fo prevent
accidental button clicks by the side of your

battery Wfe. and gestures. head when talking.
.~
Ambient Light Touch Screen Proximity

avtomatically whenever you hold the phone up

Touch 1D is built into the home button,
which is now built of laser-cut sapphire
crystal 50 as not to scratch (which wouwld
prevent Touch ID from working). It features
a stainless steel detection ring to see if
the user’s finger is there without pressing
it

The sensor will use capacitive touch to
detect the user’s fingerprint. The sensor
has a thickness of 170 ym, with 500 pixels
per inch resolution. The user’s finger can
be oviented in any direction and It will stil

be read. Apple says it can read sub-
epidermal skin layers, and it will improve
with every use.
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Fingerprint

The Attitude (rotation) sensor provides the
piteh, roll and yaw (azimuth) angles of the
device relative to the normal horizon. It is a
part of the Device-Motion information
computed by the iPhone operating system
from the main sensors, particularly the
gyroscope.

Although the gyroscope provides precise
measurements of the angular rates,
calcwlating rotations only from the

gyroscope are subject 1o a noticeable drift

due to various inberent physical phenomena

ke gyro precession. The Device-Motion
computation automalically uses
measurements from the accelerometer to
minimize the drift.
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Attitude

Sensors are vital organs
of phones making them smart.

Without them it loses its smartness and
metamorphoses into a machine converting sound

into electronic signals suitable for transmission
over long distances
Just an innovation of the well-known Smoke

Signal technique.
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Accele.(ometer

The accelerometer sensor measures
linear acceleration along three
perpendicular axes, X, Y and Z. The
movement of the mass along the double
sided arrow measures the acceleration
along that axis.

The linear acceleration sensor measures
the acceleration effect of the device
movement, excluding the effect of
Earth's gravity on the device. It is a part
of the Device-Motion information
computed by the iPhone operating
system from the main sensors,
particularly from the accelerometer and

the gyroscope.

Gyroscope

The gyroscope sensor measures
rotational velocity along the Roll,
Pitch and Yaw axes. It depends on the
property of rotating mass. Like the
acceleromeler, gyroscope sensors
for mobile devices utilize MEMS
technology and may include an
accelerometer.

Sensors

Moisture

The device also contains a sensor which isn’t
related to the interface. The water sensor is a Wtle
red tab that appears in the dock connector when the
phone has been submerged in water. i can also
appear as a red dot in the headphone jack.
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Magnetometer

The magnetometer detects the Earth's
magnetic fleld along three
perpendicwlar axes. In addition to
general rotational information, the

ter is crucial for detecting

the orientation of the device relative to

the Earth's magnetic north, Electrical
appliances that generate magnetic

fields distuwrd the magnetometer,

IPhone 6/6 Plus only
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The gravity sensor measures the Ea

Gravity Barometer
The barometer senses air
gravity effect on the device. When pressure to determine your

relative elevation. So as you
move, you can keep track of
the elevation you've gained. It
can even measure stairs

f the Device-
od by the IPhone climbed or hills conquered.
the main sensors,
K
71



Mobile CrowdSe_qii_g\q

oo

Bl L e e L B R N o

Raw data:
GPS,
audio,
images




Example: Waze

r—) 1.2 miles
Fulton Street

* Prive, collect
road goodies,
earn bonus
points
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What could go wrong?

r—) 1.2 miles
Fulton Street

Fulton St

Main St

Hayes St Grove St
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What could go wrong?

1.2 miles
Fulton Street

* Users could
collect road
goodies
without
actually being
there!
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Do we really care?
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“What happens when an app becomes so popular it
is basically a public utility? For a school project,
Shir Yadid and Meital Ben-Sinai, fourth year
students at Technion, hacked the incredibly
popular Waze GPS map, an Israeli made
smartphone app that provides directions and
alerts drivers to tratfic and accidents. The
students created a virtval traffic jam to show how
malicious hackers might create a real one.”

-Kelsey Atherton, Popular Science, March 2014.



The Problewm
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WIKIPEDIA

IP
The Free Encyclopedia

* Online applications that encourage open
participation/contribution remain
vulnerable to spurious information.
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The Problewm

* Fabricated data in crowd-sourced sensing
applications

* How can a data consumer - receiving
data from sensors not under its control -
trust that the datais a true
representation of the real-world
phenomenon being sensed?

Copyright ©2015 Nirupama Bulusu
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* Urban - Monitoring Noise
Pollution (2009 - ) [Ranal 0]

* Commerce - Price Dispersion
Monitoring (2007 - )
[Bulusu08]

* Qurrent Focus

* Mobile Health - Lung Sound
Assessment, Health Trend |
Fi"del’ imageltem
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This Talk

* Trust
* Time permitting
* Privacy

* Collaboration

Copyright ©2015 Nirupama Bulusu

13



Trust & Privacy

(Joint Work with Akshay Dua,
Wou-chang Feng & Wen Hu)
LPva09, Dval 4]




Existing Approaches

* Reputation Ratings
* Anowmaly Detection

* [evice Monitoring

Copyright ©2015 Nirupama Bulusu
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Reputation Katings

* Users rate each other:
information from
users with higher
ratings considered

more trustworthy .

* Related Work: 3/9 2/%
[Ganeriwal et al.

2008], LJang and
lsmail 2002], [Liang .—.
and Shi 20081

5/9

Copyright ©2015% Nirupama Bulusu 16



Reputation Katings

* lssues:

* Assumes a model
where vsers
interact with
each other
39 2/9
* Assumes users can

correctly judge
the integrity of .—‘
information.

5/9
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Anomaly Detection

* lgnore data that
does not look ®
normal

* References: 00 o

LChitradevi et al. 2010] @O
LChatzigiannakis and ® 0
Papavassiliov 20071
[Rassam et al 2012]
[Livani and Abadi 20101

Copyright ©2015 Nirupama Bulusu 18



Anomaly Detection

* |ssues

* can be duped
by a
participant &
that emulates gt
multiple o0

colluding data

sources

Copyright ©2015 Nirupama Bulusu 19



Anomaly Detection

* |ssues

* accuracy
depends on
number and
distribution ®
of data

sources

Copyright ©2015 Nirupama Bulusu
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Anomaly Detection

* |ssues
* may
cateqorize &
new g Pl
information o0
as anomalous
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Pevice Monitoring

* [Modine 20071 LSchramm 20071

* Scan device to ensure only expected process
and data exist

* |ssues:
* lntrusive

* Prone to False Positives

Copyright ©2015 Nirupama Bulusu
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Pesign Goals

Reputation Anowmaly Device ldeal
Ratings Detection Monitoring  Solution

Goals

Independent
Verification

Emulation +
Collusion

Non-
intrusive




Pesign Goals

Reputation Anowmaly Device Trust-but-
Ratings Detection Monitoring  Verity

Goals

Independent
Verification

Emulation +
Collusion

Non-
intrusive




Solution Approach

* First address the data integrity problem

* Then add privacy as a constraint

Copyright ©2015 Nirupama Bulusu
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The Trust-but-Verity Model

* Trust the sources, but probabilistically verify the
information they send

Data Sources Aaggregator Consumer
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The Trust-but-Verity Model

* Trust the sources, but probabilistically verify the
information they send
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The Trust-but-Verity Model

* Trust the sources, but probabilistically verify the
information they send

X1
P : Aqgreqa’re Prove z
rocess ACross
Aggregate o, s correct

Data Sources Aaggregator Consumer



The Trust-but-Verity Model

* Goal: Develop verification function to enable C fo check
Z.

Generation Functions
Verification Strategy

ﬁ >n
$2
\ Aqaregate

Xrocess& across \ Prove Z
ggregate sources iS correct

Data Sources Aaggregator Consumer



Applying Trust-but-Verify

* Step 1: ldentify the data to verify

* Sensory information collected from
the environment

Copyright ©2015 Nirupama Bulusu
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Applying Trust-but-Verify

* Step 1: ldentify the data to verify
* Step 2: ldentity generation functions

* Functions in the sensor’s device
drivers

Copyright ©2015 Nirupama Bulusu
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Applying Trust-but-Verify

* Step 1: ldentify the data fo verify
* Step 2: ldentify generation functions
* Step 3: Build verification functions

* How do | convince the data consumer
that the functions in the sensor’s
device drivers were faithfully executed?

Copyright ©2015% Nirupama Bulusu 34



Build a ‘closed box”
Trustworthy Sensing Platform

Sensing Platform

Copyright ©2015% Nirupama Bulusu
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Build a ‘closed box”
Trustworthy Sensing Platform

* Establish a Trusted-Third-Party (TTP)
inside sensing platform

Sensing Platform
TTP

Copyright ©2015% Nirupama Bulusu
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Build a ‘closed box”
Trustworthy Sensing Platform

* Establish a Trusted-Third-Party (TTP)
inside sensing platform

1. Prove Platform Integrity
Sensing Platform
1814
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Build a ‘closed box”
Trustworthy Sensing Platform

* Establish a Trusted-Third-Party (TTP)
inside sensing platform

2. Measure

1. Prove Platform Integrity

Sensing Platform

1814
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Build a ‘closed box”
Trustworthy Sensing Platform

* Establish a Trusted-Third-Party (TTP)
inside sensing platform

2. Measure

1. Prove Platform Integrity

Sensing Platform % Measurement Consumer

1814
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Build a ‘closed box”
Trustworthy Sensing Platform

* Trust in the platform induces frust in the
faithtul execution of the generation
functions

2. Measure

1. Prove Platform Integrity

Sensing Platform % Measurement Consumer

1814

Copyright ©2015% Nirupama Bulusu
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The Trusted Sensing
Perinheral

GPS

*  TTP: Trusted Platform Module (TPM): Enables trusted boot LTrusted Computing Groupl

*  Fleck: Provides secure executioDPi¥UEAR I A 0aetbllvveia [20081] 41




Time Required for
Platform Attestation

Compute Time  Transwit Time
Task (sec) (sec)

Single 93 e
Attestation 1.72 (/- 0.01) 0.3 (+/- 01)

* Attestation: TPM’s RSA signature over
SHA digest of instruction mewory

* Sensing platform: 8 KB of memory: 8
MHz Atwmega wmicro controller



Sumwmary

* Problem: How can a data consuwmer - receiving data from sensors
that are not under its control - frust that the data is a true
representation of the real-world phenomenon being sensed?

* Solution: Build a separate trustworthy sensing platform that
cannot be altered or modified

* Limitations
* Poes not prevent PHYSICAL collusion among users
* (an be fooled by doctored sensing environment

* A separate platform users must carry around

Copyright ©2015 Nirupama Bulusu
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Privacy in Mobile
CrowdSensing
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Privacy in Mobile
CrowdSensing

Aqggregator
(privacy
| transtormation)



Privacy in Mobile
CrowdSensing

KWdf @'r"frm@l

Aggregator Consumer

(privacy
transformation)




Privacy in Mobile
CrowdSensing

- 3 e c
Aggregator Consumer

(privacy
transformation)




Privacy in Mobile
CrowdSensing

ransforme —_—
Raw data data Result | | e
‘_” g '\"\f"}'.:'-":'_ ——
i

.
- -
* Trusted infermediary computes privacy

- transformation
. * Example: location cloaking or averaging
s

LGruteser and Grunwald 2003], [Rastoqi and
Nath 20101, LShi et al. 2011]

e




Privacy in Mobile
CrowdSensing

* But now consuwer does not know if
data was transformed correctly




Privacy in Mobile
CrowdSensing

* Trusted intermediary computes privacy
transformation

* Example: location cloaking or averaging
LGruteser and Grunwald 2003], LRastogi
and Nath 20101, LShi et al. 20111

* But now, consumer does not know if data
was transftormed correctly

Copyright ©2015 Nirupama Bulusu 91



Related Work

* Location Privacy and Integrity are not generally
addressed together

* PoolView LGantiet al 20081

* GCompute comwmunity statistics using perturbed data
(e.g. average wight or speed)

* No location privacy - data collection locations
known

* no integrity - statistics computed by trusted parties

Copyright ©2015 Nirupama Bulusu 52



Related Work

* Location Privacy and Integrity are not
generally addressed together

* VPriv [Popa et al 20091: Compute tolls
over location paths

* |ntegrity & weak privacy:
Pseudonywmous locations in the clear

Copyright ©2015 Nirupama Bulusu

93



Related Work

* Location Privacy and Integrity are not
generally addressed together

* PrivStats: privacy-preserving data

aqqregation with accountability LPopa et
al. 20111

* No location privacy: Pata collection
locations known

Copyright ©2015 Nirupama Bulusu 54



Applying Trust-but Verify:
Integrity with Privacy

* ldentify data to verify

* Qutput of privacy transformation
* ldentify generation functions

* Privacy transformation
* |dentity verification functions

* How tfo convince the data consumer that the privacy
transformation was executed faithfully while
preserving data source privacy?

Copyright ©2015 Nirupama Bulusu
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Homomorphic
Commitwments

* |dea: Check computations over inputs using functions of
inputs

* Example

* Blake receives the sum 9 from Eve. This is the sum of
inputs from Alice and Bob.

* Blake wants to know if Eve added these inputs
faithtully.

0 Br’rkAlice and Bob do not want to reveal their inputs fo
BPlake.

Copyright ©2015 Nirupama Bulusu
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Homowmorphic
Commitments: The ldea

* |nsecure version

* Alice sends f(3) = 2% Bob sends f(2) =
27 o Blake

* Blake checks: £(3) x £(2) = £ (%)
* [ndeed, 2% x 22 = 23: Blake is happy!

Copyright ©2015 Nirupama Bulusu
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Assumed System Model

u (xy;, yy, dy) n (x;, v dj) n

Data Sources Aggregator Consumer

* Privacy-preserving Transformation: Mean of Inputs [Popa et al. 20111, [Rastogi and Nath 20101, LShi et
al. 2011], [Ganti et al. 20081

* 1> k for k-anonywmity [Samarati and Sweeney 19981

* |nferences from (xj, yj, dj) would apply to any of the k sources



LocationProof: Normal
Operation

* Gonsider
* k sources

* publishing xi: longitude of source i at
time instance j

Copyright ©2015 Nirupama Bulusu
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LocationProof: C

challenges A

S A C
interval j:
sense Xi 2 .
Xj = Sum X
8i -> A: Xij 15‘ -5 (& Xju i = Xi/k
b= Xij

Copyright ©2015 Nirupama Bulusu




How Long Before a
Fabrication is Detected

* p: C's checking probability

* (: Probability with which A corrupts
aggregates

* Expected number of successes before first
failure (1 - pq)/pq

Copyright ©2015 Nirupama Bulusu 61



Pata Source Overhead

Current

Time

Energy
Consumption

Android

144 wmA

95 mA

2.323 wmsec (+/ :
1.26) 3.4’4‘ Sec ( /" 0.03)
1.2wm 5 Joules

Copyright ©2015% Nirupama Bulusu
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Sumwmary: Privacy-preserving,
High-Integrity CrowdSensing

* Problewm

* How to achieve simultaneous data integrity and privacy
* Solution

* Use homomorphic commitwments as a building block
* Limitations

* Supports additive transformations only

* [oes not indicate location spread (future work)

Copyright ©2015 Nirupama Bulusu
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Collaboration
(Joint Work with Rajib Rana,
Wen Hu, Chun-tung Chou &
Salil Kanhere [Ranal 0])
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I Noise levels
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be used for local action plans.
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Reconstruction of Temporal-Spatial
Noise Profile from lncomplete Audio
Sawmples Collected
via Mobile CrowdSourcing.

24

: PDA Based Soun :

Level Meter



Calibration

Offset dBA

@23_08_4_30_pm
W26_08_1_44_pm
Q27_08_12_44_pm

25

10

—O&— Commercial Sound meter

20 30 40 50 60 70 80 90 100

¢ 2 dBA over 3 days
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Challenges

* lncomplete Sampling
* insufficient samples
* samples missing from area of inferest
* {rreqular sampling (oversampled and under-sampled areas)
* sampling frequency may change with time of day
* Bandwidth limitations

* Approach - compressed sensing (randowm projection)

Copyright ©2015 Nirupama Bulusu
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Compressibility of Spatio-Temporal
Noise Profile

€ DCT # Haar Wavelet
Fourier

3.75

2.5

RMS error

1.25

0
0.976562 12.793 24.6094 36.4258 48.2422 60.0586 71.875 83.6914 95.5078

% of K-largest Coefficients
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System Architecture

T3
L1
Base Station L2| /~
4
! ( / CS based Reconstruction of noise level form
/ % llected |
collected samples
Volunteers sending noise \/

measurements to Base station using
GPRS/EDGE/Wi-Fi

walking through street.



Pata Aggregation

* Randowm Projection (PCT Gavssian)
* Raw Pata (DCT Pata)

Copyright ©2015 Nirupama Bulusu
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Experimental Results
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Experimental Results
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Reconstruction Error



Sumwmary

* Mobile Phones as Sound Level Meters
* cowmpressibility of spatio-temporal noise profile
* data aggregation using Random Projections
* wobile phone based sound level meter accurate
* Adaptive sampling

* hetter or equivalent reconstruction with fewer
samples

Copyright ©2015 Nirupama Bulusu
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